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Preface

U.S. Government Restricted Rights

Restricted rights legend. Use, duplication, or disclosure by the Government is subject to restrictions as
set forth in subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer Software clause at
DFARS 252.227-7013 or subparagraphs (c) (1) and (2) of the Commercial Computer Software-
Restricted Rights clause at CFR 52.227-19, as applicable.

Misuse

Use your appliance ONLY in the manner specified. If the equipment is used in a manner not specified,
the protection provided by the equipment may be impaired. NetBotz is not responsible for misuse.

Improper Use of Audio/Video Recording
Capabilities

Attention: THE EQUIPMENT CONTAINS, AND THE SOFTWARE ENABLES, AUDIO/VISUAL
AND RECORDING CAPABILITIES, THE IMPROPER USE OF WHICH MAY SUBJECT YOU TO
CIVIL AND CRIMINAL PENALTIES. APPLICABLE LAWS REGARDING THE USE OF SUCH
CAPABILITIES VARY BETWEEN JURISDICTIONS AND MAY REQUIRE AMONG OTHER
THINGS EXPRESSWRITTEN CONSENT FROM RECORDED SUBJECTS. YOU ARE SOLELY
RESPONSIBLE FOR INSURING STRICT COMPLIANCE WITH SUCH LAWS AND FOR STRICT
ADHERENCE TO ANY/ALL RIGHTS OF PRIVACY AND PERSONALTY. USE OF THIS
SOFTWARE FOR ILLEGAL SURVEILLANCE OR MONITORING SHALL BE DEEMED
UNAUTHORIZED USE IN VIOLATION OF THE END USER SOFTWARE AGREEMENT AND
RESULT IN THE IMMEDIATE TERMINATION OF YOUR LICENSE RIGHTS THEREUNDER.

Availability of Open Source Technologies

This product includes technol ogies that are governed by the GNU Public License. The GPL source code
contained in our productsis available for free download from:

http://support.netbotz.com/gpl
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Introduction

The American Power Conversion (APC®) NetBotz® Basic View and Advanced View each provide a
software interface for monitoring and controlling your NetBotz security and environmental monitoring
system. Basic View and Advanced View are used in conjunction with the following NetBotz appliances:
NetBotz Rack Monitor 450, NetBotz Rack Monitor 550, NetBotz Room Monitor 455, and NetBotz
Room Monitor 355. Basic View is a Web-based software interface used primarily for monitoring the
environment. Advanced View is the full-feature software application used for monitoring the
environment and for system administration. The NetBotz Appliance User’s Guide explains how use both
Basic View and Advanced View.

System Definition

Your NetBotz security and environmental monitoring system may consist of one or more appliances.
When using Basic View or Advanced View, you first select one appliance and then view sensor readings
and live video for that appliance and devices associated with that appliance. Devices associated with the
appliance are typically NetBotz camera or sensor pods connected to the appliance, but could also be
third-party cameras or other devices compatible with the appliance that have security and environmental
monitoring capabilities.

Basic Concepts and Terminology

Sensor pod and camera pod. Theterms Sensor Pod and Camera Pod are commonly used in both
Basic View and Advanced View. These terms refer to the two categories of devices that make up your
NetBotz security and environmental monitoring system. Sensor pods typically have multiple internal
sensors or sensor portsfor connecting APC or third-party sensors of your choosing. The NetBotz product
line consists of various sensor pods and camera pods, but in the Basic View and Advanced View
software interfaces, references to pods goes beyond the NetBotz products to include other devices, such
as Pelco | P cameras and the Rack Access PX-HID. In addition, the functionality of NetBotz appliancesis
divided into sensor pod functionality and camera pod functionality and isinitially labeled in Basic View
and Advanced View as Sensor Pod (Integrated) and Camera Pod (Integrated).

Shared devices. Depending on the hardware and software that you purchased for use with your
NetBotz security and environmental monitoring system, you may be able to monitor remote devices on
your network (for example, Pelco | P cameras, the Rack Access PX-HID, and NetBotz appliances) from
one screen in Advanced View or Basic View. Thisfeatureis called Pod Sharing. If you use Pod Sharing,
remote devices are initially labeled as Shared.

For additional details on shared devices, see“Pod Sharing” on page 82.
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SSL Support

By default, Secure Sockets Layer (SSL) is enabled on your NetBotz appliance. All browser/appliance
interaction can be carried out using SSL by connecting to the appliance using a URL beginning with
https (for example, https://IP_address). Your appliance can also use SSL when posting aert notification
and sensor datato Web servers, and Advanced View can be configured to use SSL when communicating
with your appliance.

The SSL certificate needed for SSL communications is generated by the appliance (self-signed) and
requires no user interaction. If the hostname or domain name of the appliance is changed, the certificate
automatically regenerates. You can also request and install asigned SSL certificate from acertification
authority.

For information on how to install asigned SSL certificate, see “SSL” on page 90.

appliance using SSL after a self-signed SSL certificate has been created. Thisis normal

Note: Your browser generates a warning the first time you attempt to communicate with the
behavior and you can accept the certificate.

To use SSL when communicating with the appliance using the Basic View, use https:// at the beginning
of the appliance Web address.

For more information about Basic View see “Basic View: Getting Started” on page 4.

To use SSL when posting alert notifications and sensor datato a Web server, use https:.// at the beginning
of the Web address of the Web server when configuring the Send Using HTTP Post Alert Action.

For information on configuring Send Using HTTP Post Alert Actions, see “ Creating al ert
actions’ on page 29 and “Creating a send HTTP post aert action” on page 109.

To use SSL when monitoring or managing your appliance using Advanced View, select Use SSL in the
Advanced View interface.

For more information about Advanced View, see “ Advanced View: Getting Started” on
page 13.
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Basic View: Getting Started

Basic View isan HTML-based interface that allows you to view data about objects monitored by your
appliance. You can use a supported Web browser to view sensor readings reported by any camera pods,
sensor pods, external sensors connected to sensor pods, and devices being monitored using scanners.
View alist of active and resolved alert conditions, and view images being captured by camera pods
connected to your appliance. Use Basic View to activate relay output actions and configure sensors when
you install the appliance.
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System Requirements

To use Basic View, your system must be running one of the following Web browsers:

« Netscape® Navigator 4.79, 6.0 or later
« Microsoft® Internet Explorer® 5.5 or later
« Moxzlla® 1.3 or later

+ Firefox® 2.0 or later

NetBotz appliances al so support asimplified version of Basic View that can be viewed using a Personal
Digital Assistant (PDA).

For more information, see “ Simplified Basic View on Your PDA"” on page 7.
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Choosing a Language

Basic View supports the following languages. Configure your browser or operating system for any of the
supported languages.

» Chinese (simplified)

» English

e Japanese

* Russian

Accessing Basic View

To access an appliance using Basic View, enter the hostname or | P address of the appliancein a
supported Web browser.

« If the appliance Guest account is configured with a Sensor (No Camera), Sensor, Application,
or Administrator privilege set, you are automatically granted access to the appliance and can
view Basic View panes permitted by the privilege set. If you have a user account on the appliance
with greater privileges than those allowed to guests, click the L ogon link in the lower |eft-hand
corner of Basic View and enter your User |D and Passwor d.

For more information, see “Users’ on page 92.

« If the Guest account is configured with no privileges (privilege set of None), you must provide a
User | D and Passwor d to access the appliance. Once you log in, you can view Basic View panes
permitted by the privilege set assigned to your user account.

Basic View panes accessible by privilege set

Privilege Set Accessible Panes

Administrator Cameras, Graphs, Alerts, Setup, and About panes.
Application Cameras, Graphs, Alerts, and About panes.
Application (with Alert Update) Cameras, Graphs, Alerts, and About panes.
Sensor Cameras, Graphs, and About panes.

Sensor (No Camera) Graphs and About panes.

None Does not permit access to any appliance features.
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Interface Navigation

The Basic View interface is divided into three regions:

» TheNavigation pane: Located in the upper-left corner of the interface, the Navigation paneis
used to select a device for which to view sensor datain the Sensor Data pane. The devices are
typically an appliance and camera pods and sensor pods connected to the appliance but may
include other devices, such as third-party cameras.

e The Sensor Data pane: Located in the lower-left hand corner of the interface, the Sensor Data
pane displays the readings and alert status of sensors associated with the device selected in the
Navigation pane. If the selected item features a large number of sensors, the sensors may be
divided into sensor sets.

» The Action/Information pane: Located on the right-hand side of the interface, the Action/
Information pane contains buttons for viewing information about your appliance and pods. The
following buttons are avail able from the Action/Information pane:

— Cameras:. Displays live video captured by the appliance, cameras connected to the appliance,
or |P cameras on your network that are shared through the appliance.

— Alerts: View aerts reported by the appliance, pods connected to the appliance, or devices
monitored using Scanners. View resolved alerts that occurred in the past 24 hours.

— Maps:. Display any Advanced View maps configured for use with this appliance. You can
view user-created maps showing the location of your NetBotz appliances, pods, and sensors.
The alert states of devices are indicated either by red text for an alert state, or green text for no
aert state.

— Graphs:. Display graphs of up to 24 hours of environmental data collected from any sensor or
device monitored by the appliance.

— Setup: Specify alabel to identify the appliance, and the pods and sensors connected to the
appliance. Specify output types and labels for output control devices. Configure and label
external sensors or devices monitored by the appliance.

— About: Display information about your appliance and connected pods.
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Simplified Basic View on Your PDA

NetBotz appliances support a ssimplified version of Basic View for that can be viewed using a Personal
Digital Assistant (PDA).

Accessing the simplified Basic View

To use the simplified Basic View, enter the hostname or | P address of the appliance in a supported PDA
Web browser.

« If the Guest account of the appliance is configured with a Sensor (No Camer a), Sensor,
Application, or Administrator privilege set, you are automatically granted access to the
appliance.

For more information, see “Users’ on page 92.

« If the Guest account is configured with a privilege set of None, you must provide aUser |D and
Passwor d to access the appliance. Log in to continue.

Using the simplified Basic View
The simplified Basic View shows only a singleregion of the Basic View interface at any time.

When you log in, the Navigation pane is displayed. From this pane, you can navigate to the appliance
and sensor data. Using the PDA pen, select About to display information about your appliance and
connected pods, or select the appliance or other component to switch to the Sensor Data view for the
selected item. From the Sensor Data view, you can access graphs, aert reports, and cameraimages.

Select Back to return to the Navigation pane from the Sensor Data view.

Viewing graphs. To display a graph of environmental data collected from a sensor, select the sensor
reading for the sensor. By default, a graph displaying data collected over the past 60 minutes is shown.
Use the Time drop-down list to change the amount of data to be graphed. Select Refresh to refresh the
contents of the graph. Select Back to return to the Sensor Data view from the Graph view.

Viewing alerts. To display alist of alerts for a selected component, select an Alert reading from the
Status column to switch to the Alerts view. A list of alerts reported by the component is displayed. To
include alerts that occurred in the past 24 hours but that have been resolved, check Include Returned to
Normal Alertsin the Alerts View. Select Back to return to the Sensor Data view.

For additional Alert details, select any of the alerts listed in the Alerts View. Select Back to return to the
Alertsview.

Viewing camera images. To display the images captured by a camera, select the camerapod or the
appliance from the Navigation pane, and select the cameralink from the Sensor Data view. By default, a
cameraimage in 160x120 mode is displayed. To change the display mode, select a new setting from the
M ode drop-down list. To change the rate at which the image is updated, select a new setting from the
Rate drop-down list. Select Back to return to the Sensor Data view.
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Configuring your appliance. From the Navigation pane, select the appliance, pod, or other device to
configure. In the Sensor Data pane for that device, select Setup. The configurable settings are displayed
in the Configuration pane. For example:

» Configure and label external sensors connected to sensor ports on an appliance, sensor pod, or
4-20 mA Sensor Pod
» Configure and label devices monitored using Scanners

» Specify output types and labels for each relay on output control devices connected to your
appliance

Select Back to return to the Sensor Data view.
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Basic View: Monitoring Your
Environment

Basic View provides an appliance monitoring interface that does not require the Advanced View
application and Java Runtime Environment. Use Basic View to view sensor readings, view camera
images, graph collected sensor data, and view active and resolved aert conditions.

Viewing sensor readings and status in Basic View

Basic View provides readings and the alert status for all sensors that are part of your NetBotz security
and environmental system. To view sensor readings, select a device that includes sensors from the
Navigation pane. The Sensor Data pane automatically updates with sensor information for the device
you selected. Any sensors with an alert status have a background color of red.

If the device has alarge number of sensors, the sensors are divided into sensor sets. If the sensors are
divided into sets, you have the following options:

» Todisplay al of the sensors for the selected device, select All Sensor s from the Set drop-down
list.
» Toview only the sensorsin a sensor set, select the sensor set from the Set drop-down list.
Note: For an air flow sensor, data must be accumulated for 15 to 30 minutes before

accurate air flow readings are available. After power is applied to the device, air flow
sensor data appears as N/A until enough datais collected.

To view agraph of all data collected by a sensor in the last 60 minutes, click the sensor valuein the
Sensor Data pane. The Action/Information pane displays a graph of the data.

If you selected an integrated camera, camera pod, or Closed Circuit TV (CCTV) adapter pod from the
Navigation pane, you can view the most recent image captured by that cameraby clicking View Camera
in the Sensor Data pane. The Action/Information pane displays the selected camera pod image.

Viewing live video in Basic View

Click the Camer as button in the Action/Information pane to view live video captured by the appliance,
cameras connected to the appliance, or cameras on your network that are shared through the appliance.
Video images appear in acolumn. Controls are applied to the top-most cameraimage. Click an imageto
change its position to the top. Use controls as follows.

For more information, see “Viewing Live Video in Advanced View” on page 22.

» To changethe size of theimage, from the M ode drop-down list, choose dimensions (resolution)
for the image. The dimensions 640x480, for example, mean 640 pixels wide by 480 pixels high.

» To change the frame rate (that is, the frequency that the video image is updated) make a selection
from the Rate drop-down list.
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Viewing alerts

To view aert conditions reported by an appliance, pods, or sensors:

1. Click the Alerts button from the Action/Information pane.

2. Select the appliance, pod, or other device from the Pods drop-down list to check for active alert
conditions. The appliance is selected by default.

— To view active alert conditions for the appliance and all connected pods, select All from the
Pods drop-down list.

— To view resolved alert conditions, select | nclude Resolved Alerts. Resolved alerts are stored
on the appliance for up to 24 hours. The period of time for which resolved alerts are available
is configured using Advanced View.

Active and resolved alerts are displayed in atable on the Alerts pandl. Alert-specific data for resolved
alertsis shown initalics. Thefollowing information is available for each resolved or active aert
condition:

— Time: Thetime at which the alert occurred. If the alert isresolved, a second time stamp
indicates the time the a ert was resolved.

— Severity: The severity of the alert. The severity values, from most severe to least severe, are
Failure, Critical, Error, Warning, and Information.

— Sensor/Device: The device or sensor reporting the alert or the resolved alert.
— Alert Type: A brief description of the alert.
— Description: A detailed description of the conditions that caused the alert.

To view detailed information about an alert, click the description of the alert. To return to the Alerts
view, select the View Alertslink in the upper-right corner of the Alert Details view.

Alert-specific data is stored on the appliance so you can evaluate the cause and resolution of alert
conditions. The data that is stored depends on the space available on the appliance. If additional alert-
specific datais available, it appearson the Alert Details view as a series of linksin an Available Captured
Datatable. To view the captured data, click the description of the data. To return to the Alert Details
view, click the Return to Alert Detailslink in the upper right-hand corner of the Additional Captured
Data view.

Saving picture sequences to your system. If an alert includes a picture sequence, you can save the
picture sequence to your system as an M-JPEG AVI or as adigitally signed M-JPEG AV file. M-JPEG
AV files are mation picture files that can be played using standard media player software such as
Windows Media® Player. Signed files provide proof that the generated images have not been tampered
with or altered in any way.

To save a picture sequence as an M-JPEG AVI or as asigned M-JPEG AV I, select an aert from the
Alerts view, select the picture sequence from the Available Captured Data list for the alert, and click
either Get M-JPEG AVI or Get Signed M-JPEG AVI.

For information on how to verify that signed AV files have not been tampered with, see
“Verifying Signed M-JPEG AVI Files’ on page 143.
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Viewing maps

Use the Map View to view user-created maps that show the location of your NetBotz appliances, pods,
and sensors. The status of all devices shown on the Map view isindicated by ared background for an
alert status and a green background for a status of OK.

Note: You can use Basic View to view existing maps. Use Advanced View to create, edit, or
delete amap.

To view amap using Basic View, click the M aps button in the Action/Information pane. If more than
one map is stored on the appliance, you can select additional map views from the M aps drop-down list.

To view sensor readings for adevice in the Map view, select the device. The Sensor Data pane displays
the sensor readings and the alert status for each sensor.

Viewing graphs
To view agraph of the data collected by a sensor:

Click the Graphs button in the Action/Information pane.
From the Pods drop-down list, select the pod or other device that includes the sensor to view.
From the Set drop-down list, select the sensor set that includes the sensor to graph.

Select the sensor from the Sensor s drop-down list.

o > v D RE

Select the period of time from the Graph Time drop-down list. By default, all dataavailable
from the past 60 minutes is graphed. Up to 24 hours of data can be graphed, depending on sensor
configuration.

Generating relay outputs

If you have output relay pods or output control devices connected to your appliance, generate an output
action:

1. From the Navigation pane, select an output control device.

2. Activate the relay by clicking the button for the relay in the list of relays in the Sensor Readings
pane.
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Basic View: Setup

Basic View displays sensor data, cameraimages, and alert conditions reported by an appliance and by
pods or sensors connected to the appliance. Most appliance, pod, and sensor configuration is performed
using the Advanced View interface. Basic View provides limited setup capabilities using the Setup
button in the Actiong/Information pane.

Appliance setup

o o M wDdPRF

Click the Setup button from the Actions/Information pane.
Select an appliance from the Pods drop-down list.

Type a label for the device in the Pod L abel field.

Specify the Device Type Installed.

Enter aPort Labd for the serial port.

Click Update.

Sensor setup

To specify the type of sensor connected to your sensor pod, and to specify alabel for each sensor:

1

5.

Click the Setup button from the Actions/Information pane.

2. Select the sensor from the Pods drop-down list.
3.
4

. If portsare available, for each port:

Inthe Pod L abel field, type alabel for the device.

a. Select the sensor typeinstalled.
b. Enter aport label.
Click Update.

Camera pod setup

To specify settings for your camera pod:

1

o > v DN

Click the Setup button from the Actions/Information pane.
Select the camera pod from the Pods drop-down list.
Inthe Pod L abel field, type alabel for the device.

Enter your contact information under Port Settings.

Click Update.
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Advanced View: Getting Started

Advanced View is a stand-alone Java application that you can use to monitor and configure your
appliance and any camera pods, sensor pods, CCTV adapter pods, output relay pods, 4-20 mA sensor
pods, external sensors, or supported serial-based sensors connected to the appliance.
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System Requirements

To run the Advanced View software application, your personal computer must meet these system
requirements:
« 1 GHzor greater, AMD® or Intel® processor

« Microsoft® Windows® X P Service Pack (SP) 1 or SP2, Windows 2000, Windows Vista®
Business, Windows Vista Enterprise, Red Hat® Enterprise Li nux® 4 with X Windows instal led, or
Fedora Core™ 4 or later with X Windows installed

e A minimum of 512 MB RAM

Software Installation

Follow the proceduresin this section to install the following applications from the NetBotz Appliance
Utility CD onto the persona computer that you will use to configure and manage your NetBotz security
and environmental monitoring system:

» Advanced View: A Java-based user interface for monitoring and managing your NetBotz security
and environmental monitoring system.

» Serial Configuration Utility: A Java-based application that you can use to configure the network
settings on a NetBotz appliance.

» Java Runtime Environment (JRE): A software package that must be installed to run Java
applications.

Installing software on a Windows system

1. Place the NetBotz Appliance Utility CD in the CD drive. The CD starts automatically. If it does
not start, open the CD drive using Windows Explorer and double-click contents.htm.

2. Click the Advanced View link, then follow the instructions for a Windows system.

Installing software on a Linux system

@ Note: Installation must be executed within an X Windows session.

Place the NetBotz Appliance Utility CD in the CD drive.
Mount the drive.

Executethefile /av/linux/install.bin

A w DN

Follow the on-screen instructions.
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Adding Appliances

Before using Advanced View to manage an appliance, you must first add the appliance |P address or
hostname to the Appliancelist. To add an appliance to the Appliance list:

1. Click Add Appliance. The Add Appliance window opens.

2. InthelP Address or Hosthame field, type the | P address or hostname of the appliance.

3. InthePort field, type the TCP port through which you will communicate with this appliance.
The default valueis 80.

4. To use SSL encryption to communicate with this appliance, check Connect Using SSL. Click
OK.

Once you have added an appliance to the Appliancelist, Advanced View automatically loads datafrom
the appliance into Advanced View. Navigate to an appliance by selecting the appliance address or
hostname from the Appliance list. If you specified Use SSL when adding the appliance, SSL appearsin
the selection list beside the appliance | P address or hostname.
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Accessing an Appliance Using Advanced View

Select an appliance from the Appliance list.

« If the appliance Guest account is configured with a Sensor (No Camera), Sensor, Application,
or Administrator privilege set, you are automatically granted access to the appliance and can
view Advanced View panes permitted by the privilege set. If you have a user account on the
appliance with greater privileges than those allowed to guests, click L ogon at the top of the
Advanced View interface and enter your User ID and Password.

« If the Guest account is configured with no privileges (privilege set of None), you must provide a
User ID and Password. Once you have logged in, you can view the Advanced View panes that
are permitted by the privilege set assigned to your user account.

For more information, see “Users’ on page 92.

Advanced View panes accessible by privilege set

Privilege Set Accessible Panes
Administrator Gives user accessto al information and configuration icons

Application (with Alert Update)

Application

Sensor

Sensor (No Camera)

None

available on the appliance.

Gives user access to the Navigation, Sensor Data, and selected
portions of the Information/Action panes. Users can view the
Camera, Graphs, Alerts, and About panes. Users can a so resolve
alert conditions for threshol ds that have been configured with the
Return-To-Normal RequiresUser Input setting in their
Advanced Settings.

Note: Thisprivilege set does not permit access to the
Configuration pane.

Gives user accessto the Navigation, Sensor Data, and selected
portions of the Information/Action panes. Users can view the
Camera, Graphs, Alerts, and About panes.

Note: Thisprivilege set does not permit access to the
Configuration pane and the user cannot resolve alert conditions
for thresholds configured with the Retur n-To-Nor mal Requires
User Input setting in their Advanced Settings.

Gives user access to the Navigation, Sensor Data, and selected
portions of the Information/Action panes. Users can view the
Camera, Graphs, and About panes.

Note: This privilege set does not permit access to the Alerts or
Configuration panes.

Gives user access to the Navigation, Sensor Data, and selected
portions of the Information/Action panes. Users can view the
Graphs and About panes.

Note: Thisprivilege set does not permit access to the Cameras,
Alerts, or Configuration panes.

No accessto any appliance features.
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Interface Navigation

The Advanced View interfaceis divided into the Navigation pane, the Sensor Data pane, and the Action/
I nformation pane.

Navigation pane
Located in the upper-left corner of the interface, the Navigation pane displays:

» An appliance and camera pods and sensor pods connected to the appliance
 Serial-based sensors being monitored using scanners

» Alerting sensors

» Shared devices, such as shared |P cameras.

Click adevicein the Navigation paneto display all sensors associated with the device in the Sensor Data
pane.

See “ Scanned Devices’ on page 43.

Pods connected to your appliance automatically appear in the Navigation pane. Newly-added pods are
labeled by their pod type and their serial number.

For details on changing labdls, see “Camera Pods’ on page 33, “ Sensor Pods’ on page 61, or
“Qutput Control” on page 50.

If you connect a pod to the appliance and then disconnect it, the pod remainsin the Navigation pane, but
you cannot select it. If you reconnect the pod, its Navigation pane entry becomes active again.

Using folders

The Navigation pane lists al devices associated with the appliance. You can create foldersin the
Navigation pane to form virtual groups of devices. Devicesincluded in afolder are also listed in the
selection list. A single device can be included in multiple folders. When afolder is not expanded, if any
one devicein thefolder isin an dert status, the folder will be red.

Folders can be created, modified, or deleted only using Advanced View. Any folders created using
Advanced View arevisible in the Navigation pane of Basic View.

To create or modify afolder:
1. Right-click on the background of the Navigation pane, not on a device, and select Add Folder.
To modify afolder, right-click on the folder and select M odify Folder.
2. Type afolder name in the Folder Namefield.

3. To add devices, select one or more devices from Available Enclosures and click the right arrow
(>) button to add the selected devices to the Selected Enclosures list.

4. To remove devices, select one or more devices from Selected Enclosures, and click the left
arrow (<) button to move the selected devicesto the Available Enclosureslist.

5. Click OK.
To delete afolder, right-click on the folder and click Delete Folder.
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Locking a Navigation pane selection

You can lock the Navigation pane so that only a specific deviceis selected. Once the Navigation paneis
locked, Advanced View automatically starts with the pane in the locked state.

To lock the pane to a specific device:

1. Select adevice.

2. Right-click on the device and select L ock selection.

3. To unlock the pane, right-click on any device in the Navigation pane and clear the check box for

the L ock selection option.

Sensor Data Pane

Located in the lower-left hand corner of the interface, the Sensor Data pane displays the readings and
alert status of sensors associated with the selected device in the Navigation pane. If the selected deviceis
an output relay device, the state of the relay is displayed.

If the selected device features alarge number of sensors, the sensors may be divided into sensor sets. Use
the Set drop-down list to select either a specific sensor set or All Sensors.

Action/Information Pane

Usethe Action/Information pane, located on the right-hand side of the interface, to view information and
perform configuration tasks on your appliance and pods. The following views are available from the
Action/Information pane:

Camera View: Thisview displays live video captured by the appliance, cameras connected to the
appliance, or |P cameras on your network that are shared through the appliance. You can listen to
an audio stream from a selected camera pod or CCTV adapter pod and transmit audio from a

mi crophone connected to a computer running Advanced View to a selected camera pod or CCTV
adapter pod. If relay outputs are associated with a camera pod, buttons for each switch or relay
appear on the cameraimage to which they correspond.

See “ Output Control” on page 50.

AlertsView: Thisview displays alerts and resolved alerts reported by the appliance, any pods
connected to the appliance, or any devices being monitored by scanners.

Maps View: Thisview displays mapsthat you configure for use with the appliance. A devicewith
ared background has an alert status. A device with a green background has a status of OK.

Graph View: Thisview displays a graph of up to 24 hours of environmental data collected from
any sensors or devices associated with an appliance.

Configuration View: Usethisview to configure your appliance, pods connected to the appliance,
and sensors, plus various other system settings and features.

About View: This view displays information about your appliance and all connected pods.
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Advanced View Menus

Advanced View features the following menu bar:

» File: Usethis menu to add appliances to or remove appliances from the Appliance selection
drop-down list and to exit the Advanced View application.

» Edit: Usethis menu to cut, copy, paste, and delete text, and to configure Pr eferences.

See “ Editing Preferences’ on page 21.

» Tools: Use this menu to complete the following tasks:

— View Messages (information generated by Advanced View for logging and debugging
purposes).

— Put the appliance in Advanced > View Post-only Mode. This modeis only for appliances
located behind a firewall. This mode does not permit InfraStruX ure® Central appliancesto
access the appliances directly.

— View the Appliance Log.

See“Log” on page 76.

— Reboot the appliance.
— Change the Root Password.

Note: The Root Password only affects serial accessto the device. It should only be
@ changed by advanced users.

— Access the Configuration Wizard.

Only user accounts with administrator privileges have full access to the Tools
menu. For more information, see “Users’ on page 92.

» Window: Use the Window menu to launch a New Window or to switch between multiple
Advanced View windows.

» Help: Usethis menu to access information about Advanced View and to access context-sensitive
help.
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Using View Post-only Mode

If you use InfraStruXure Central to monitor and manage a NetBotz appliance that is located behind a
firewall, InfraStruXure Central may not be able to communicate directly with the appliance. Placing the
appliance in View Post-Only M ode causes the appliance to post all monitoring datato a specified
InfraStruXure Central appliance at a user-specified interval. SSL encryption can be used for secure data

posting.
To use View Post-Only Mode:

1. From Advanced View, log in to the appliance using a User account with administrator privileges.
2. From the Tools menu, select Advanced > View Post-Only M ode.

3. Click Add to open the View Post-Only Mode Configuration window. Enter your information and
click OK.
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Editing Preferences

With Advanced View you can configure preferences that apply to the appearance and functionality of the
Advanced View user interface. These settings are saved on your client system, not on your appliance.

Select Preferences from the Edit menu. Choose from the following preference categories:

e Appearance

» Generd

* Network

» Video Clip Player

Appearance preferences

To edit your client Appearance settings, open the Client Preferences window and select Appear ance
from the Category list. Select an option from the L ook and Feel drop-down menu, define whether the

Toolbar should include text and icons, and choose the size of those elements. When you are finished,
click OK.

General preferences

To edit the General settings for the client, open the Client Preferences window and select General from
the Category list. Configure the browser |ocation, restore the Advanced View window to full size when
an alert occurs, and force Advanced View to ignore the default setting of the clock and to use either a
12-hour or 24-hour clock. When you are finished, click OK.

Network preferences

To edit your client Network preferences, open the Client Preferences window and select Networ k from
the Category list. Configure the connection time-out, choose adirect connection for cameraimages, and
enter the proxy configuration information. When you are finished, click OK.

Video clip player
To specify the maximum amount of disk space allocated for use by the Video Clip Player, open the

Client Preferences window and select Video Clip Player from the Category list. Specify the maximum
number of megabytes of disk space available to the Video Clip Player, and click OK.
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Advanced View: Monitoring Your
Environment

Use Advanced View to view sensor readings, view cameraimages, graph collected sensor data, and view
active and resolved alert conditions. You can also create, view, and delete maps for use in the Map view.

Viewing Sensor Readings and Status in Advanced
View

To view sensor readings, select a device that includes sensors from the Navigation pane. The Sensor

Data pane automatically updates with sensor information for the device you selected. Any sensors with
an alert status have a background color of red.

If the device has alarge number of sensors, the sensors are divided into sensor sets. If the sensors are
divided into sets, you have the following options:

» Todisplay al of the sensors for the selected device, select All Sensor s from the Set drop-down
list.

» Toview only the sensorsin a sensor set, select the sensor set from the Set drop-down list.

Note: For an air flow sensor, data must be accumulated for 15 to 30 minutes before
accurate air flow readings are available. After power is applied to the device, air flow
sensor data appears as N/A until enough datais collected.

Viewing Live Video in Advanced View

Click the Camera View button in the Action/Information pane to view live video captured by the
appliance, cameras connected to the appliance, or shared | P cameras on your network. Controls are
applied to the top-most camera image. Click an image to change its position to the top. To view all
cameraimages side by side, click the Tiled check box.

For information on shared | P cameras, see “Pod Sharing” on page 82.
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Standard camer a controls

Control

Description

Mode

Rate

Zoom

To change the size of the image, from the M ode drop-down list, choose dimensions
(resolution) for the image. The dimensions 640x480, for example, mean 640 pixels wide by
480 pixels high. NOTE: Asthe image dimensions increase, the maximum image rate
available will decrease.

For more information, see “Camera Usage Considerations’ on page 142.

To change the frame rate, that is, the frequency that the video image is updated, make a
selection from the Rate drop-down list. NOTE: The maximum rate available is determined
by the mode setting (described above) and, if applicable, the image quality settings.
Choosing a small image size (mode) and low image quality, for example, will result in a
higher available maximum frame rate.

NOTE: The maximum frame rate for shared |P camerasis limited to ten frames per second.

For more information on image quality settings, see “Capture settings” on page 36.

For details on the rel ationship between the mode and image quality settings and the
maximum frame rate available, see “ Camera Usage Considerations” on page 142.

For more information on shared | P cameras, see “Pod Sharing” on page 82.

This zoom feature does not apply to Pelco PTZ cameras. See “Pelco PTZ camera controls”
on page 24 for details on the zoom features for Pelco PTZ cameras.
1. To avoid distortions, right-click the cameraimage and select M aintain aspect ratio.
2. Within the cameraimage, click and drag to draw abox around the area of interest.
3. Right-click the cameraimage and select Zoom in.
4. To return to the full cameraimage, right-click and select Zoom out.

Only available when a microphoneis connected to the NetBotz appliance or a pod. Click to
listen to streaming audio. Click again to turn off the audio.”

Only available when speakers are connected to the NetBotz appliance or a pod. Click and
hold the button while speaking into your system microphone. NOTE: While transmitting
audio, you will not be able to hear audio from the device.t

TAudio transmissions are only possible when the Advanced Software Pack has been installed on the
system running Advanced View. The Advanced Software Pack isincluded with a NetBotz 550
appliance, but must be purchased separately when using any other NetBotz appliance. To check if
the software pack has been installed, click the Configuration button, then click License Keys from
the Appliance Settings area.
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Pelco PTZ camera controls

The following are additional camera controls for the supported Pelco PTZ (pan, tilt, zoom) cameras.

Control

Name Description

4

2
F'.

BOL Pl

D -0- -0

>

A

Pan L eft

Click and hold to pan the cameraleft and right. You can also use the left and
right arrow keys on your keyboard.

Pan Right

Tilt Up
Click and hold to tilt the camera up and down. You can also use the up and
down arrow keys on your keyboard.

Tilt Down

Click and hold to zoom in. The camerawill zoom in until you release the
mouse or it will stop when it reaches maximum optical zoom. If you release

Zoom In the mouse and then click and hold the Zoom In button again, the image will
magnify, but in adigital format. NOTE: You can also use the mouse wheel to
zoom in while the pointer is on the image.

Click and hold to zoom out. You can also use the mouse wheel while the

Zoom Out pointer is on the image.

Iris Open Click and hold to increase the brightness.

Iris Close Click and hold to decrease the brightness.

Focus In Click and hold to bring the background into focus.

Focus Out Click and hold to bring the foreground into focus.

. Click this button and then click and drag the mouse over the image to control
Point Camera  the pan and tilt functions.

View apart of the image in more detail. Click this button, and then on the
image, click and drag abox around the area of interest. When you release the
mouse button, the camera automatically zoomsto the box you created.

Resize Camera
View

Click this button and then click a point on the image to center the image on

Center that point.
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Recording Camera Images

Use Advanced View to record cameraimages and save them to a user-specified directory. By default,
recorded cameraimages are saved to a subdirectory with the same name as the camera pod, |ocated
within adirectory named camera in your Home directory. For example, a user account named NetBotz
on a Windows X P system recording images from a camera pod labeled My Ccamera would store
recorded imagesin the directory ¢: \Documents and Settings\NetBotz\My Camera.lMmagesare
stored as JPG files, and are named imagexxx . jpg by default, where xxx is a picture count number that
isautomatically incremented as images are captured and saved.

To specify camera recording settings, right-click in the cameraimage and select Pr efer ences. Specify
the directory in which cameraimages are stored, the file format used when recording cameraimages, and
a maximum number of pictures or a maximum amount of disk space used to store recorded images on
your system.

To record cameraimages to your hard drive, right-click on an image and select Record images.

Viewing Alerts

To view aert conditions reported by your appliance or attached pods or sensors:

1. Click the Alerts View button from the Action/Information pane.

2. From the Pods drop-down list, select the appliance, pod, or other device to check for alert
conditions. By default, the appliance is selected. To view aert conditionsfor the appliance and all
connected pods, select All from the Pods drop-down list.

3. UsetheRefresh Interval drop-down list to specify how oftenthe Alerts View content is updated.
Click the Refresh button to refresh the contents of the Alerts View immediately. The default
refreshrate is 15 seconds.

4. To view resolved aert conditions, check I nclude Return to Normal. By default, resolved alerts
are stored on the appliance for up to 24 hours. The period of time for which resolved alerts are
available on the appliance is configured using Advanced View.

Active and resolved alerts for the selected sensor are displayed in atable on the Alerts panel. Alert-
specific datafor resolved alertsis showninitalics. The following information is available for each active
or resolved alert condition:

» Time: Thetime at which the alert occurred. A second time stamp indicates the time at which the
alert was resolved.

e Severity: The severity of the alert. Severity values, from most severe to least severe, are Failure,
Critical, Error, Warning, and Information.

» Sensor/Device: The device or sensor reporting the alert.
» Alert Type: A brief description of the alert.
» Description: A detailed description of the conditions that caused the alert.

To view detailed information about an alert, double-click the alert. A new window opens, displaying
detailed information about the alert, including the val ue reported by the sensor that reported the alert, the
sensor port to which the sensor is connected, and the alert ID. Click Closeto return to the Alerts view.
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If additional alert-specific data such as graphs, maps, or captured images is available, it appears on the
Alert Details view as entries in additional tabs. Double-click entries on tabs to view additional data.

Address displayed is that of the appliance selected from the Appliance field, even if the

Note: When viewing video that was captured for an alert for a camera motion sensor, the | P
camera pictures are from a shared | P camera.

Saving picture sequences to your system

If an alert includes a picture sequence, you can save the picture sequence to your system as a M-JPEG
AVI or asadigitally signed M-JPEG AV file. M-JPEG AV files are motion picture files that can be
played using standard media player software. Signed files provide proof that the generated images have
not been tampered with or altered in any way.

To save a picture sequence as an M-JPEG AV or as a Signed M-JPEG AV, double-click an alert from
the Alerts view, select the Camera Pictures tab, select the picture sequence, and click View Camera
Sequence. Right-click in the cameraimage and select either Download AV (Signed) or Download AV |
(Unsigned).

For information on how to verify that signed AV files have not been tampered with, see
“Verifying Signed M-JPEG AVI Files’ on page 143.

Viewing Maps

The Map View lets you create, edit, and delete user-created maps that show the location of your NetBotz
appliances, pods, and sensors. The alert state of devices on the Map View isindicated with red for an
alert and green for anormal state.

To view amap using Advanced View, click the Map View button in the Action/Information pane. The
first map stored on the appliance is displayed. If more than one map is stored on the appliance, select
additional map views from the M aps drop-down list.

To view sensor readings for a device displayed in the Map view, select the device. The Sensor Data pane
displaysthe reading reported by sensors associated with the selected device, and the alert status for each
sensor. |f the selected device features a large number of sensors, the sensors may be divided into sensor
Ssets.
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Viewing Graphs
To view agraph of the data collected by a sensor connected to your appliance:

1. Click the Graph View button in the Action/Information pane.

2. Sdlect the pod from the Pods drop-down list that either includes the sensor you need to view or to
which the external sensor that you need to view is connected.

3. From the Sensor s drop-down list, select a sensor for which data will be graphed. Only sensors
that are available on the device selected from the Pods drop-down list, and that are included in
the selected sensor set (if applicable) are listed in the Sensor s drop-down list.

4, UseSart Time and End Time to specify the range of time for which sensor datais graphed, and
use the Refresh Interval drop-down list to specify how often the graph content is updated. The
default Start Time is 60 minutes and the default End Timeis Present.

For more information, see “Capture settings” on page 36 (for camerapodsand CCTV
adapter pods) or “Settings’ on page 61 (for sensor pods).
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Advanced View: Pod/Sensor Settings

Use the iconsin the Pod/Sensors Settings area of the Configuration view to configure the pods and
sensors connected to your appliance and configure the alert actions and policiesthat are used when alerts
are reported by sensors.

Note: Theicons that appear in the Pod/Sensor Settings area depend on how your system is
configured. It is possible that not all icons discussed in this chapter will appear in your Pod/
Sensor Settings area.

Alert Action

Usethe Alert Action icon to define Alert Actions.
Pre-configured alert actions

Your appliance comes with pre-configured alert actions. To use the pre-configured alert actions, edit the
alert action to provide the information that is required to complete the aert action.

Available alert notification methods

An alert action consists of a single alert notification method and any specific information necessary to
deliver the notification. Your appliance supports the following alert notification methods:
» Activate Button Output: Generates an output relay that is defined as a Button Relay.

@ Note: Thisaert notification method is designed for use only with output switch
devices.

» Call Web ServicesAlert Receiver
» Play Audio Alert: Plays adescription of the alert in spoken language.

» Play Custom Audio Alert: Plays a user-specified audio clip. Audio clips are uploaded to the
appliance using the Custom Audio Clip icon.

For information about Custom Audio Clips, see “Custom Audio Clips’ on page 69.

e Send Custom HTTP GET: Ddiversaert notifications as custom HTTP GET commands. The
URL generated from the alert action is user-definable, and can include BotzWare macro values.

e Send Custom Text Fileto FTP Server: Sends a customized text file with user-specified content
to an FTP server. Use macros supported by BotzWare to define the name of the directory on the
server in which custom text files are stored and the base filename used for the text files.

* Send Datato FTP Server: Sends an alert notification with information about the alert to an FTP
server. Use macros supported by BotzZWare to define the name of the directory on the server in
which datafiles are stored and the base filename used for FTP datafiles.

* Send E-mail: Sends an aert notification e-mail with information about the alert to one or more
e-mail recipients. The alert notification e-mail can include images captured by a camerapod, a
graph, and a map of the sensor-specific data associated with the alert.
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e Send HTTP Post: Sendsan HTTP post to a specified HTTP server with information about the
alert. The aert notification post can include images captured by a camera pod, agraph, and amap
of the sensor-specific data associated with the alert.

Note: The appliance posts all data according to “HTTP Post/FTP Data Delivery
Parameters’ on page 119. You must configure the target HTTP server appropriately to
receive the posted data.

» Send Short Message E-mail: Sends a user-configurable e-mail alert notification for devices with
limited display capabilities, such as cellular telephones and personal data assistants (PDAS). Use
macros supported by BotzWare to specify the contents of the title and body of the e-mail.

For more information on macros supported by BotzZWare, see “BotzZWare Macros” on
page 115.

» Send SNMP v1 Trap: Sendsan SNMP trap that contains information about the alert to a
specified SNMP trap recipient.

» Send SNMP v3 Inform: Sends an SNMP INFORM packet to a remote device that has sent a
previous SNMP trap message.

» Set Beacon Output State: Set the Beacon to turn on or off in response to an alert.
e Set Output Switch 1: Set an output device to turn on or off in response to an alert.
e Set Output Switch 2: Set an output device to turn on or off in response to an alert.

For more information, see“SMS’ on page 88.

» Set Switch Output State: Generates an output relay that is defined as a Switch Relay.

@ Note: Thisalert notification method is designed for use only with relay output
devices.

Creating alert actions
To create anew Alert Action or edit an existing Alert Action:

1. Double-click the Alert Actionsicon.

2. Click Add... If you are editing an existing alert action, select it from Alert Action, click Edit,
and proceed to step 4 .

3. Select the alert notification method for this action from the Add Alert Action window, and click
OK.

4., Specify notification information for this alert action.

For detail ed notification method-specific instructions, see “ Advanced View: Creating
Alert Actions’ on page 99.

5. Click OK to save your changes. The saved aert action appears in the list of defined aert actions,
and isavailable for use in your Alert Profile.
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Alert Profile

Use the Alert Profile icon to customize your appliance default alert notification policy, or to create
additional alert notification policies. Alert policies define the notification actions taken by the appliance
in response to aerts. Each Alert Profile consists of one or more Alert Sequences. An Alert Sequence
specifies:

» The period of time that must pass before an aert condition results in notification

» The number of timesthe notification is repeated if the alert condition is not corrected

» Thetimeinterval at which the notification is enacted

» Oneor more alert actions that are part of the Alert Sequence notification process

» The schedule that determines whether the Alert Sequenceis active at the date and time the dert
occurs

» Capture settings that can override specific alert-action attributes, such as including graphs or
image captures with alert notifications

You can also use the Alert Profile icon to temporarily disable all alert notifications globally associated
with an Alert Profile.

Default alert profile

Your appliance comes pre-configured with a default alert profile. The default policy features the
following four pre-configured Alert Sequences which are active 24 hours a day, 7 days a week:

» Alert Level 1. Beginsimmediately after an alert condition occurs (Start Value of 0) and repeats
two times at 5 minute intervals. It initiates Primary E-Mail Notification, Short Message E-Mail,
HTTP Post, and FTP Data Delivery alert actions.

» Alert Level 2: Begins 20 minutes after an alert condition occurs and repeats one time at a 10
minute interval. It initiates Secondary E-Mail Notification, Short Message E-Mail, HTTP Post,
and FTP Data Delivery alert actions.

» Alert Level 3: Begins 90 minutes after an alert condition occurs and repeats two times at 60
minute intervals. It initiates Primary E-Mail Notification, Secondary E-Mail Notification, Short
Message E-Mail, HTTP Post, and FTP Data Delivery alert actions.

e ContinuousAlert: Beginsimmediately after an alert condition occurs (Start Value of 0) and
repeats indefinitely at one minute intervals. It initiates the Send SNMP Trap alert action.

Note: Pre-defined alert actions or individual sensor thresholds may require additional
information such as e-mail addresses, server | P addresses, output devices, etc., for
notifications to be delivered. Be sureto properly configure alert actions and thresholds
used in your Alert Profile.

The default alert profile can be edited but not removed. When sensor thresholds are created, the default
alert profile is used unless you use advanced threshold settings to specify otherwise. You can also create
additional Alert Profiles.
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Creating an alert profile
To create a new alert profile or modify an existing alert profile:

1. Double-click the Alert Profile icon.
2. Click Add.... Select an alert action from the Add Alert Actions window and click OK .

3. Typean Alert Action Name and configure the Severities, Alert Action Parameters, and
Advanced Scheduling. Click OK.

4. |f you are modifying an existing alert profile, select the alert profile from the Profile table and
click Edit.... When you finish making your changes, click OK.

Creating an alert sequence
To create a new alert sequence or modify an existing alert sequence:

1. Double-click the Alert Profile icon.
2. Select the alert profile to which you would like to add a new alert sequence and click Edit.

3. Click Add.... If you are modifying an existing alert sequence, select the alert sequence from the
Sequencetableand click Edit....

4. Type aname for the alert sequencein the Label field.

5. Inthe Start field, type the number of minutes that must pass before an alert condition sends a
notification. If you want notifications to begin immediately, specify aStart Time of 0 seconds.

6. (Optional) Check Automatically add new alert actionsto this scheduleif you want new alert
actions created after this alert schedule is defined to be automatically added to this schedule.

7. Check Repeat Until Return to Normal if you want the alert actionsfor this alert sequence to be
repeated automatically until the alert condition no longer exists. If you want the actions to be
repeated only a specific number of times, leave this check box unchecked and use the Repeat
field to specify how many times to repeat the actions.

8. Inthelnterval field, type the number of minutes that will pass between repeated notifications.

9. Specify Capture Settings for graphs, pictures, and maps. Capture settings override the
Maximum Camera Picturesand Include a Graph with the Alert settings for aert actions
associated with this alert sequence.

Note: Images are only captured and included in an alert notification if you checked at
@ least one Camerasto Trigger when defining athreshold.

10.Click Add Actions..., and select one or more aert actions from the Add Action window. Click
OK.

11.Click OK to save the alert sequence to your alert profile.
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Suppressing alert notifications

You can temporarily suppress all alert notifications associated with a selected alert profile globally.

of conditions that may be hazardousto your critical assets and spaces. Use this feature only for
scheduled maintenance or downtime.

@ Note: Disabling alert notifications prevents your appliance from automatically notifying you

When alert notifications are disabled, sensors in the Sensor Readings pane continue to turn red
to indicate that a threshold has been violated.

Disable Alert Notification settings are not persistently stored on the appliance.

If the appliance loses power or restarts prior to the specified timethat alert notifications should
resume, alert notifications are no longer suspended.

To suppress alert notifications:

1

o M v DN

Select the Alert Profile for which you need to suppress aert notifications from the Alert Profile
window and click Edit....

Select the Advanced tab.

Check Suppress alert notifications until.

Use the calendar control to specify the date and time to resume aert notification.
Click OK.
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Camera Pods

To configure a camera:

Note: From the Navigation pane, you can right-click a Pelco camera and select Connect to...
to launch the Pelco Web interface for the camera. This will allow access to additional
configuration settings.

1. For integrated cameras or cameras connected to the appliance, double-click the Camera Pods
icon. The Camera Pod Configuration window appears with alist of cameras.

2. For IP camerasthat are shared, double-click the Shared Cameras icon. The Shared Camera
Configuration window appears listing the | P camera.

For more information on shared cameras, see “Pod Sharing” on page 82.

3. From the window that appeared, select the camerato configure, then configure the camera by
using the buttons described below and in greater detail on the following pages:

— Click Settingsto specify labels for the camera, to specify an interactive camera frame rate
limit and interactive camera mode limit.

— Click Captureto configure the cameraimage capture settings.

— Click Masking to configure the camera motion sensor and to specify motion and block-out
masks, if available.

— Click Visual M odesto specify the imaging mode and to specify the window to use with Pan
and Scan mode. (Not available for Pelco PTZ |P cameras.)

— Click Sensor sto configure the sensors associated with the camera and to create thresholds for
those sensors.

Settings

Select a camera from the Camera Pods window and click Settings to open the Camera Pods Settings
window. From this window you can configure the following camera settings.

Note: Fields displayed may vary depending on the features of the camera sel ected.

Field Description

Pod Label The label that identifies the device. This field does not appear for
integrated cameras. For integrated cameras the Pod L abel is set for
the appliance.

For more information, see “ Settings” on page 61.

Camera Label An additional label for the camera. If you provide both a Pod L abel
and a Camera Label, images and alerts generated by this device are
identified as Pod Label (Camera Label).

Microphone Label An additional label for the microphone on this pod (camera pods
and CCTV adapter pods only).
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Field Description

Speaker Label An additional label for the speaker on this pod (camera pods and
CCTV adapter pods only).

Unplugged Alert Severity The severity of alerts generated if this device is unplugged.

Unplugged Alert Profile The actions taken if the camera pod is unplugged. By default, the

default alert profileis used for al thresholds. If you create
additional alert profiles, you can specify an aert profile other than
default.

Enable video from camera Enable video output from the camera pod. You can set an Advanced
Schedul e that specifies times at which video output is enabled. To
configure Advanced Scheduling:

1. Check Enable video from camera.

2. Click Advanced Scheduling.

3. By default, all time periodsin the schedule are Enabled. To
disable video output for a period of time, click and drag to
select the time range, and click Disable.

4. Click OK.
Enable audio from camera drop-down Select the conditions that cause audio streaming from the camera
list pod to the Advanced View Camera View. Thisoption isavailable

only when configuring camera pods.

Interactive Frame Rate Limit (Percent) Specify what percentage of the total possible frame rate for agiven
cameraresolution is available to users that are using the appliance
interactively.

For example, if you specified an Interactive Frame Rate Limit of
50% and your maximum frame rate for 640x480 resolution is 10
frames per second, interactive can only select frame rate values of
up to 5 frames per second.

Interactive Mode Limit The maximum image resolution available to users that are using the
appliance interactively. Thislimits the performance impact caused
by multiple clients with high image resolution settings accessing
your appliances interactively.

For example, if you specified an Interactive Mode Limit of
320x240, the maximum resolution mode available in the Cameras
view of Advanced View users accessing the appliance is 320x240,
regardless of the capabilities of the image processor in the
appliance.

When you finish updating the camera settings, click OK. Click Cancel to close this window without
saving any changes.

Associating relays or switches with integrated cameras and camera pods. Relays and
switches can be associated with cameras to simplify manually changing relay states from the Camera
View. Once arelay is associated with a camera, the action associated with that relay can be generated
manually by right-clicking on the cameraimage in the Camera View and sel ecting the relay output action
from the menu. You can also configure Advanced View to include buttons for relay sensors associated
with the camera. This applies to integrated cameras and cameras connected to the appliance, but not
shared IP cameras.
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To associate arelay or switch with a camera, and include buttonsin the Camera View for the associated
relays:
1. Double-click the Camera Podsicon.

2. A list of integrated cameras and cameras connected to the appliance appears. Select the camera
you want to configure.

3. Click Settings. Select the Associated Sensor s tab.

4, Select one or morerelays from Available Sensor sto associate with the selected camera. Click ->
(right arrow) to move the selected relaysto Selected Sensors. To remove a sensor from the list,
select one or more relays from Selected Sensors, and click <- (Ieft arrow) to move the selected
sensor to Available Sensors.

5. Toinclude buttons for the associated relay actions in the Camera View, check Overlay Buttons
on Cameralmage.

6. Select the location in the cameraimage to place the associated relay action buttons.
7. Click OK.
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Capture settings

Select a camera from the Camera Pods window and click Captur e to open the Camera Capture
Settings window. From this window you can configure the following settings:

Note: Fields displayed may vary depending on the features of the camera selected.

Field

Description

Brightness

Gamma correction

Video format

Rotate cameraimage 180 degrees

Flicker filter

Timestamp

Color Balance/ Type of Lighting /
Red Balance / Blue Balance

Mode

Maximum Rate

The brightness of the image captured by the camera, from 0 to 255.

Adjust the overall brightness of the camera image. | mages not
properly corrected can look either bleached out or too dark.

The format in which video is transmitted by the video source.
Note: This option is available only when configuring Capture
settings for CCTV adapter pods.

Rotate the image captured by the camera 180 degrees.
Note: This option is not available when configuring Capture
settings for CCTV adapter pods.

Minimize image brightness flickering that can occur in the dark
areas of the image.

Note: Enabling the flicker filter can impact the number of frames
per second at which images are captured and displayed, typically
noticeable only at image capture rates more than 5 per second.
Note: This option is available only when configuring Capture
settings for NetBotz Camera Pod 120s, Revision AO, Submodel
120-0000 or earlier. For revision and submodel details, click the
About button to open the About View.

Set the location of the timestamp on the image capture.

The color balance settings used by the camera:

* Fluorescent: Best for locations with fluorescent lighting.

* Incandescent: Best for locations with incandescent lighting.

* Daylight: Best for locations with natural lighting.

* Auto-detect: Analyzesthe lighting conditions and automatically
selects the best setting.

Select Custom to specify Red Balance and Blue Balance.

The resolution of images captured for alert notifications. This
setting does not affect the image resolution displayed in the Camera
View.

The maximum rate at which images are captured when a picture
alert is generated. This does not affect the image refresh rate
displayed in the Cameras View.
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Field

Description

Image Quality

Post-Alert Capture Time

Pre-Alert Capture Time

Delay Time Before Capturing

Include Audio

The amount of compression applied to captured images. As
compression increases, file sizes decrease but the quality of the
image decreases as well. For Pelco cameras, thisfield does not
apply. Default is shown in thisfield and it cannot be changed.

Note: The image quality and the mode setting specified in the
Camera view affect the maximum frame rate available. Choosing a
low image quality and a small image size (mode), for example, will
result in a higher available maximum frame rate.

For more information, see“Camera Usage Considerations’ on
page 142 and “ Standard camera controls’ on page 23.

For more information on the Mode setting in the Camera view, see
“Viewing Live Video in Advanced View” on page 22.

The total number of seconds after the alert generating event that
images are included in aert notifications.

NOTE: For Pelco cameras, once an alert is generated a new alert
will not be generated until 30 seconds has elapsed. To ensure that
you capture all motion, set thisfield to 30 seconds.

The number of post-alert images captured is equal to the Post-Alert
Capture Time multiplied by the Maximum Rate. If the total number
of post-alert image captures and pre-alert image capturesis larger
than the Maximum Camera Pictures setting for an alert action, the
most recent images captured are given preference and included in
the alert notification.

For more information, see “Creating a send e-mail alert action” on
page 107.

The total number of seconds prior to the event that generated the
alert that images are included in the alert notification. The number
of pre-alert images that are captured is equal to the Pre-Alert
Capture Time multiplied by the Maximum Rate.

If the total number of post-alert image captures and pre-alert image
capturesislarger than the Maximum Camera Pictures setting for an
alert action, the most recent images captured are given preference
and included in the alert notification.

For more information, see “Creating a send e-mail alert action” on
page 107.

The number of seconds between when an alert is generated and the
first picture capture.

Specify whether the camera pod should capture audio and include it
with the dert.

NOTE: Thisoption isavailable only when configuring Capture
settings for camera pods and CCTV Adapter Pods connected to a
NetBotz 550.
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Field Description

Audio Volume The volume at which audio is captured.

Capture Data Summary Shows information about the files generated by the pod using the
Capture settings. Thisinformation updates automatically as new
settings are specified.
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Type the valuesin the appropriate fields. To see an example of an image capture using the updated
settings, click Apply. The sampleimagein the Capture window is updated using the new values. When
you are finished, click OK.
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Mask settings

Select a camera from the Camer a Pods window and click M asking. Masking is available only on the
NetBotz Rack Monitor 550 or on appliances for which the Advanced Software Pack has been purchased.
For more information, contact your NetBotz authorized reseller or the NetBotz support team.

Camera-based mation sensing compares concurrent image captures and determines whether any detected
changes are significant enough to generate an alert. An alert is generated only if observed changes meet
the criteria specified by both the Sensitivity and Area of Motion settings.

Mask Settings E|

Camera - Camera Pod 5500738
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(e ] (o ]

Note: If you have the Advanced Software Pack installed, this window also features a Block
Out M ask tab.
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Motion mask tab. The following controls are available:

Field Description
Enable Camera Motion Check to enable the camera motion sensor.
Sensitivity Specifies how much change in a portion of the image captureis

tolerated before the change is considered movement. Lower values
indicate higher sensitivity and less tolerance for change between
images.

Show outline of detected motion When enabled, any region of an image that indicates motion is
surrounded by a dotted-line outline. This feature is not available
with Pelco cameras.

Area of Motion Specifies how large an area of the image capture must change
(based on the Sensitivity value) before the change is considered
movement. Lower Area of Motion valuesindicate higher sensitivity
and smaller aress.

Motion Detection Mask Specify regions of the image to beignored by the Camera Motion
Sensor.

To mask a portion of the image, click and drag to draw a box around
theregion to ignore. Click Mask Selection. Red Xs appear in the

region.

To unmask a masked region, click and drag in the image to draw abox around the region you want to
unmask. Click Unmask Selection to remove the mask from the selected region. Red Xsdisplayed in the
selected region are removed.

Click OK to save your changes. Click Cancel to close the Camera Motion Configuration window
without saving any changes.

Block out mask tab. The following controls are available:

» Enable Block Out Mask: Check to enable the Block Out Mask function.
» Block Out Mask: Specify regions of the image that are not visible in the cameraimage.

Use the Block Out Mask to configure your camera so specified areas of the image cannot be seen. To
mask a portion of the image:

1. Click and drag to draw a box around the region you want to ignore. Click Mask Selection to
mask the selected region. A blue block appearsin the region to be blocked.

2. To unmask aregion, click and drag to draw a box around the region you want to unmask. Click
Unmask Selection to remove the mask from the selected region. Any portion of the blue block
out mask that you selected is removed.

3. Click OK. Click Cancdl to close the Camera M otion Configuration window without saving
any changes.
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Visual mode settings

Use Visual Modes to select the cameraimager mode and to select the window of interest used when Pan

and Scan mode is active. Thiswindow is not available for Pelco PTZ cameras.

The camera pod imager can capture images at resolutions up to 1280x1024, and supports Wide Screen
mode and Pan and Scan mode. Wide Screen mode captures images using the entire 1280x1024 frame,
while Pan and Scan mode captures a selected portion of the total 1280x1024 field of view.

Use the M ode drop-down list to specify the imager mode used by the camera. If you select Pan and
Scan, use the arrow buttons to select the image view. Click OK.

Motion in pan and scan mode. When the camera pod isin Pan and Scan mode and you enable the
Camera Motion sensor, only motion detected within the 640x480 window causes an alert condition. If
you enabled the Show outline of detected motion functionality and specified aMode in the Camer as
tab that is 800x600 or greater, outlines appear only in the 640x480 window that you specified.
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